
Ten	
  Simple	
  Rules	
  to	
  Enable	
  	
  
Mul3-­‐site	
  Collabora3ons	
  through	
  

Data	
  Sharing	
  

Mary	
  Regina	
  Boland,	
  	
  
Konrad	
  J.	
  Karczewski,	
  	
  
Nicholas	
  P.	
  TatoneG	
  

	
  
OHDSI	
  Mee3ng	
  -­‐	
  February	
  21,	
  2017	
  	
  



URL:	
  hSp://journals.plos.org/ploscompbiol/ar3cle?id=10.1371/journal.pcbi.1005278	
  	
  



Rule	
  5:	
  	
  
Privacy	
  

Rule	
  8:	
  	
  
Publicize	
  

Rule	
  4:	
  
Secure	
  Necessary	
  	
  

Permissions	
  A	
  Priori	
  

Rule	
  3:	
  
Mul3ple	
  Pla]orms	
  

Rule	
  7:	
  
Think	
  Global	
  

Rule	
  9:	
  	
  
Stay	
  Realis3c	
  

Rule	
  1:	
  	
  
Open	
  Source	
  So`ware	
  

Rule	
  2:	
  	
  
Open	
  Source	
  Data	
  Rule	
  6:	
  

Facilitate	
  Reproducibility	
  

Rule	
  10:	
  
Be	
  Engaged	
  



Rule	
  5:	
  	
  
Privacy	
  

Rule	
  8:	
  	
  
Publicize	
  

Rule	
  4:	
  
Secure	
  Necessary	
  	
  

Permissions	
  A	
  Priori	
  

Rule	
  3:	
  
Mul3ple	
  Pla]orms	
  

Rule	
  7:	
  
Think	
  Global	
  

Rule	
  9:	
  	
  
Stay	
  Realis3c	
  

Rule	
  1:	
  	
  
Open	
  Source	
  So`ware	
  

Rule	
  2:	
  	
  
Open	
  Source	
  Data	
  Rule	
  6:	
  

Facilitate	
  Reproducibility	
  

Rule	
  10:	
  
Be	
  Engaged	
  



Rule	
  1:	
  Make	
  So`ware	
  Open-­‐Source	
  
•  Cornerstone	
  of	
  effec3ve	
  collabora3ons	
  

•  It	
  is	
  necessary	
  for	
  collaborators	
  to	
  have	
  access	
  to	
  code	
  in	
  a	
  
repository	
  that	
  is	
  shared	
  among	
  collaborators	
  (although,	
  
this	
  could	
  be	
  private	
  and	
  not	
  open	
  to	
  the	
  general	
  public)	
  

•  Masum	
  et	
  al.	
  advocate	
  the	
  reuse	
  of	
  exis3ng	
  code	
  in	
  their	
  
Ten	
  Simple	
  Rules	
  for	
  cul3va3ng	
  open	
  science.	
  However,	
  
this	
  is	
  o`en	
  easier	
  said	
  than	
  done.	
  As	
  long	
  as	
  the	
  backend	
  
algorithms	
  remain	
  hidden,	
  open	
  science	
  will	
  not	
  be	
  
possible	
  

Useful	
  Refs:	
  Prlić	
  A,	
  Procter	
  JB.	
  Ten	
  Simple	
  Rules	
  for	
  the	
  Open	
  Development	
  of	
  Scien3fic	
  So`ware.	
  PLoS	
  Comput	
  
Biol.	
  2012;	
  8(12):e1002802.	
  doi:	
  10.1371/journal.pcbi.1002802	
  PMID:	
  23236269	
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  Edwards	
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  Chan	
  L,	
  et	
  al.	
  Ten	
  Simple	
  Rules	
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  Cul3va3ng	
  Open	
  Science	
  and	
  
Collabora3ve	
  R&D.	
  PLoS	
  Comput	
  Biol.	
  2013;	
  9(9):e1003244.	
  doi:	
  10.1371/journal.pcbi.1003244	
  PMID:	
  24086123	
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Rule	
  2:	
  Provide	
  Open-­‐Source	
  Data	
  
•  Deposit	
  Source	
  Data	
  in	
  Appropriate	
  Repositories	
  

–  Source	
  data	
  could	
  include	
  not	
  only	
  processed	
  or	
  cleaned	
  data	
  used	
  in	
  
algorithms	
  but	
  also	
  raw	
  data	
  files.	
  These	
  files	
  can	
  o`en	
  be	
  very	
  large;	
  
therefore,	
  they	
  are	
  o`en	
  stored	
  in	
  some	
  external	
  site	
  or	
  data	
  
warehouse	
  

–  It	
  is	
  also	
  helpful	
  to	
  provide	
  intermediate	
  data	
  files	
  at	
  various	
  stages	
  of	
  
processing	
  

–  While	
  a	
  mul3-­‐site	
  research	
  project	
  is	
  s3ll	
  ongoing,	
  data	
  can	
  be	
  shared	
  
in	
  a	
  private	
  shared	
  space	
  un3l	
  all	
  necessary	
  data	
  quality	
  checks	
  have	
  
been	
  conducted	
  and	
  the	
  findings	
  have	
  been	
  published.	
  A`er	
  
publica3on,	
  data	
  can	
  be	
  deposited	
  



Rule	
  2:	
  Provide	
  Open-­‐Source	
  Data	
  
•  Consider	
  Middle-­‐Ground	
  Data	
  Sharing	
  Approaches	
  for	
  
Sensi3ve	
  Data	
  
–  For	
  example,	
  the	
  database	
  for	
  Genotypes	
  and	
  Phenotypes	
  
or	
  dbGaP	
  (hSps://www.ncbi.nlm.nih.gov/gap	
  )	
  provides	
  
data	
  holders	
  with	
  two	
  levels	
  of	
  access:	
  	
  
•  Open:	
  allows	
  for	
  broad	
  release	
  of	
  nonsensi3ve	
  data	
  online	
  
•  Controlled:	
  allows	
  for	
  controlled	
  release	
  allows	
  sensi3ve	
  datasets	
  
to	
  be	
  shared	
  with	
  other	
  inves3gators,	
  provided	
  certain	
  restric3ons	
  
are	
  met	
  

–  Increases	
  the	
  ability	
  for	
  researchers	
  to	
  share	
  por3ons	
  of	
  
their	
  data	
  that	
  would	
  not	
  be	
  shareable	
  otherwise	
  



Rule	
  2:	
  Provide	
  Open-­‐Source	
  Data	
  
•  Consider	
  Middle-­‐Ground	
  Data	
  Sharing	
  Approaches	
  for	
  Sensi3ve	
  

Data	
  
–  Federated	
  Access	
  systems	
  that	
  allow	
  researchers	
  to	
  query	
  databases	
  

containing	
  sensi3ve	
  data	
  while	
  preven3ng	
  direct	
  access	
  to	
  the	
  data	
  
itself	
  

–  Examples:	
  
•  Shared	
  Health	
  Research	
  Informa3on	
  Network	
  (SHRINE),	
  is	
  a	
  USA	
  Federated	
  

system	
  that	
  is	
  HIPAA	
  compliant.	
  	
  
•  BioGrid	
  Australia	
  (hSps://www.biogrid.org.au/)	
  allows	
  researchers	
  to	
  access	
  

hundreds	
  of	
  thousands	
  of	
  health	
  records	
  through	
  a	
  linked	
  data	
  pla]orm	
  
where	
  individual	
  data	
  holders	
  maintain	
  control	
  of	
  their	
  data	
  

–  Other	
  groups	
  have	
  approached	
  the	
  problem	
  from	
  another	
  angle:	
  
•  Provide	
  summary	
  sta3s3cs	
  computed	
  over	
  large	
  cohorts	
  (e.g.,	
  ExAC	
  browser/

database)	
  
•  Maintains	
  privacy	
  while	
  providing	
  others	
  with	
  important	
  informa3on	
  about	
  

the	
  popula3ons	
  that	
  can	
  be	
  used	
  in	
  subsequent	
  analyses	
  and	
  comparisons	
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Rule	
  3:	
  Use	
  Mul3ple	
  Pla]orms	
  to	
  
Share	
  Research	
  Products	
  

•  Research	
  products	
  take	
  many	
  different	
  forms,	
  
including:	
  
–  1)	
  raw	
  source	
  data	
  regardless	
  of	
  collec3on	
  type	
  (e.g.,	
  
health	
  data,	
  genomic	
  data,	
  survey	
  data,	
  and	
  
epidemiological	
  data)	
  

–  2)	
  so*ware	
  code	
  (men3oned	
  in	
  rule	
  1)	
  
–  3)	
  metadata	
  elements	
  and	
  results	
  of	
  computa2ons	
  
used	
  to	
  generate	
  figures	
  published	
  in	
  scien3fic	
  
research.	
  Some	
  data	
  types	
  cannot	
  be	
  fully	
  shared	
  
(e.g.,	
  EHR	
  data),	
  but	
  most	
  algorithms	
  and	
  summary	
  
results/sta3s3cs	
  are	
  shareable.	
  



Rule	
  3:	
  Use	
  Mul3ple	
  Pla]orms	
  to	
  
Share	
  Research	
  Products	
  

•  Different	
  Pla]orms	
  are	
  Op3mal	
  for	
  Different	
  Data	
  Types:	
  
–  1)	
  raw	
  source	
  data	
  regardless	
  of	
  collec3on	
  type	
  (e.g.,	
  health	
  data,	
  genomic	
  

data,	
  survey	
  data,	
  and	
  epidemiological	
  data):	
  GEO,	
  dbGaP,	
  etc.	
  
–  2)	
  so*ware	
  code:	
  Github	
  
–  3)	
  metadata	
  elements	
  and	
  results	
  of	
  computa2ons	
  used	
  to	
  generate	
  figures:	
  

Figshare	
  is	
  great	
  for	
  data	
  and	
  results	
  related	
  to	
  figures,	
  ExAC	
  browser	
  is	
  good	
  
for	
  high-­‐level	
  explora3on	
  of	
  data	
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Rule	
  4:	
  Secure	
  Necessary	
  	
  
Permissions/Data	
  Use	
  Agreements	
  	
  

A	
  Priori	
  
•  Some	
  datasets	
  have	
  s3pula3ons	
  that	
  affect	
  publica3on	
  

–  E.g.,	
  NASA	
  

•  Others	
  have	
  DUAs	
  to	
  ensure	
  that	
  pa3ent	
  privacy	
  is	
  protected	
  
–  E.g.,	
  SEER	
  and	
  SEER-­‐MediCare	
  

•  Data	
  that	
  is	
  not	
  sensi3ve	
  may	
  have	
  restric3ve	
  DUAs	
  for	
  other	
  
reasons	
  (e.g.,	
  data	
  from	
  a	
  collaborator	
  in	
  industry)	
  

•  Some	
  countries	
  have	
  different	
  legal	
  constraints	
  that	
  can	
  affect	
  
DUAs	
  	
  
–  Important	
  to	
  inves3gate	
  a	
  priori	
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Rule	
  5:	
  Know	
  the	
  Privacy	
  Rules	
  for	
  
Your	
  Data	
  

•  Certain	
  datasets,	
  e.g.,	
  genomic	
  and	
  EHR	
  data,	
  may	
  be	
  impossible	
  to	
  fully	
  
publish	
  on	
  an	
  open	
  pla]orm	
  due	
  to	
  the	
  Health	
  Insurance	
  Portability	
  and	
  
Accountability	
  Act	
  (HIPAA)	
  privacy	
  rules	
  and	
  other	
  privacy	
  concerns	
  

•  Methods	
  that	
  anonymize	
  pa3ent	
  informa3on	
  while	
  allowing	
  pa3ent-­‐level	
  
data	
  sharing	
  may	
  be	
  the	
  way	
  of	
  the	
  future	
  (El	
  Emam	
  et	
  al.)	
  

•  However,	
  ins3tu3onal-­‐specific	
  policies	
  and/or	
  country-­‐specific	
  laws	
  can	
  
limit	
  or	
  prevent	
  usage	
  of	
  such	
  methods.	
  This	
  is	
  an	
  important	
  item	
  to	
  
consider	
  and	
  discuss	
  with	
  all	
  collaborators	
  at	
  the	
  outset	
  of	
  any	
  
collabora3on.	
  

El	
  Emam	
  K,	
  Rodgers	
  S,	
  Malin	
  B.	
  Anonymising	
  and	
  sharing	
  individual	
  pa3ent	
  data.	
  bmj.	
  
2015;	
  350:h1139.	
  doi:	
  10.1136/bmj.h1139	
  PMID:	
  25794882	
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Rule	
  6:	
  Facilitate	
  Reproducibility	
  
•  Keeping	
  track	
  of	
  research	
  results	
  and	
  how	
  data	
  were	
  generated	
  is	
  vital	
  

for	
  reproducibility	
  

•  Site-­‐level	
  record	
  keeping	
  is	
  essen3al	
  when	
  engaging	
  in	
  mul3-­‐site	
  
collabora3ons.	
  If	
  one	
  aspect	
  of	
  a	
  methodology	
  is	
  not	
  conducted	
  in	
  the	
  
same	
  way	
  at	
  one	
  site,	
  the	
  overall	
  results	
  can	
  be	
  affected	
  in	
  dras3c	
  ways	
  

•  Researchers	
  that	
  depend	
  on	
  local	
  EHR	
  terminology	
  systems	
  for	
  iden3fying	
  
pa3ent	
  popula3ons	
  must	
  standardize	
  and	
  harmonize	
  phenotype	
  
defini3ons	
  across	
  mul3ple	
  sites	
  	
  

•  Pla]orms	
  are	
  needed	
  to	
  provide	
  links	
  to	
  all	
  necessary	
  documenta3on,	
  
code,	
  and	
  data	
  schemas	
  to	
  help	
  facilitate	
  this	
  process	
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Rule	
  7:	
  Think	
  Global	
  
•  Mechanical	
  differences	
  (i.e.,	
  the	
  so`ware	
  language	
  and	
  

documenta3on)	
  	
  
–  So`ware	
  documenta3on	
  (especially	
  important	
  for	
  open-­‐source	
  
languages)	
  not	
  available	
  in	
  many	
  languages	
  (o`en	
  English	
  only)	
  

–  R	
  a	
  popular	
  open-­‐source	
  language	
  yet	
  has	
  official	
  documented	
  
transla3ons	
  in	
  only	
  four	
  languages:	
  English,	
  Russian,	
  German,	
  
and	
  Chinese	
  (hSps://www.r-­‐project.org/other-­‐docs.html)	
  

•  Conceptual	
  differences	
  (i.e.,	
  country	
  or	
  region-­‐specific	
  
medical	
  defini3ons)	
  
–  World	
  Health	
  Organiza3on	
  works	
  3relessly	
  to	
  integrate	
  different	
  
conceptual	
  interpreta3ons	
  of	
  diseases	
  into	
  a	
  standard	
  guideline	
  



Rule	
  7:	
  Think	
  Global	
  
•  Conceptual	
  differences	
  (i.e.,	
  country	
  or	
  region-­‐specific	
  medical	
  

defini3ons)	
  
–  The	
  Max	
  Planck	
  Ins3tute	
  for	
  Demographic	
  Research	
  (MPIDR)	
  in	
  

Germany	
  collaborated	
  with	
  two	
  separate	
  groups	
  to	
  produce	
  two	
  
databases	
  containing	
  interna3onal	
  data	
  

–  Required	
  defini3onal	
  harmoniza3on	
  and	
  cleaning	
  
–  Made	
  available	
  to	
  users	
  in	
  an	
  open	
  format	
  via	
  two	
  specially	
  designed	
  

databases:	
  	
  
•  Human	
  Fer3lity	
  Database	
  (hSp://www.humanfer3lity.org/cgi-­‐bin/main.php	
  )	
  
•  Human	
  Mortality	
  Database	
  (hSp://www.mortality.org/	
  )	
  

–  Only	
  cleaned	
  data	
  are	
  returned	
  to	
  users	
  in	
  a	
  standardized	
  format,	
  
allowing	
  users	
  to	
  easily	
  compare	
  countries	
  with	
  one	
  another	
  

–  Provide	
  detailed	
  descrip3ons	
  of	
  how	
  they	
  harmonized	
  various	
  
3mescales	
  across	
  countries	
  in	
  a	
  methods	
  document	
  (hSp://
www.humanfer3lity.org/Docs/methods.pdf	
  )	
  that	
  they	
  could	
  have	
  
submiSed	
  as	
  a	
  research	
  report	
  paper	
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Rule	
  9:	
  Stay	
  Realis3c,	
  but	
  Aim	
  High	
  
•  Resist	
  the	
  urge	
  to	
  overstate	
  the	
  claims	
  of	
  your	
  
research	
  	
  
–  Stay	
  humble	
  and	
  grounded	
  in	
  reality	
  

•  Share	
  as	
  much	
  as	
  possible	
  with	
  the	
  research	
  
community	
  to	
  prevent	
  any	
  poten3al	
  issues	
  
–  The	
  more	
  data	
  you	
  share	
  –	
  the	
  beSer	
  it	
  will	
  be	
  to	
  
avoid	
  any	
  issues	
  a`er	
  publica3on	
  

•  Don’t	
  be	
  afraid	
  to	
  challenge	
  the	
  status	
  quo	
  
–  Pangea	
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Rule	
  10:	
  Be	
  Engaged	
  
•  Communicate	
  with	
  them	
  using	
  various	
  so`ware	
  social	
  
pla]orms:	
  Github,	
  figshare,	
  and	
  so	
  forth.	
  Respond	
  
readily	
  when	
  users	
  have	
  ques3ons	
  and	
  concerns	
  

•  Engage	
  with	
  researchers	
  in	
  non-­‐tradi3onal	
  ways	
  
–  Gear,	
  “swag”	
  

•  BoSom	
  line:	
  
–  Care	
  deeply	
  about	
  your	
  research	
  
–  If	
  you	
  care	
  and	
  you	
  make	
  it	
  known	
  that	
  you	
  care	
  deeply	
  
about	
  the	
  problem,	
  then	
  it	
  becomes	
  possible	
  to	
  convince	
  
others	
  that	
  your	
  research	
  is	
  important	
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Ques3ons?	
  

Mary	
  Regina	
  Boland	
  	
  
mary.boland@columbia.edu	
  


