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Background

De-identification, defined by NIST as "any process of removing the association between a set of
identifying data and the data subject" [1], is essential for OMOP-CDM datasets because
healthcare data is susceptible to privacy regulations worldwide that protect patients from
disclosure of sensitive information that may affect their reputation or livelihood [29]. The primary
driver for de-identification in the OHDSI community context is the secondary use of data for
research purposes—using healthcare data for purposes other than direct patient care—which
requires preserving patient privacy while enabling valuable research applications [30,31].
HIPAA's Safe Harbor method [3], which requires removal of 18 specific identifiers, has become
the most common approach for de-identification in healthcare datasets.

The OMOP-CDM contains several types of Personal Identifiable Information that must be
addressed during de-identification. Direct identifiers like person_source_value require random
identifier generation or deterministic encryption with secure key management [12], while dates
typically need consolidation or patient-level shifting to preserve event timelines [13].
Source_value fields throughout the OMOP-CDM tables present particular challenges as they
may contain free-form text with embedded PII, especially in fully populated implementations
where provenance data is preserved for concept_id mapping and measurement details [6].

Recommendations

De-identification of string data types in OMOP-CDM requires careful handling of source_value
fields and note_text columns that may contain free-text input from source systems [6]. The
approach varies based on intended use, from removing all unmapped values for standardized
network research to implementing extensive allow lists for source_values that preserve
provenance while ensuring concept_id mapping integrity [6]. The note_text column presents
particular challenges as it contains rich clinical narratives essential for research but requires
sophisticated processing to maintain utility while removing embedded PII [9].

Free-Text De-identification Strategies

Three primary strategies address free-text de-identification in OMOP-CDM implementations
[9,10,11]. The simplest approach removes everything not mapped to concept_ids, with



exceptions like drug_exposure.sig fields that require preservation [6]. More comprehensive
strategies utilize curated allow lists with human review of unique unmapped values, considering
provenance metadata that provides context for interpreting source_values [6].

Advanced implementations employ natural language processing techniques including ensemble
methods combining regular expressions, machine learning models, and redaction or Hidden in
Plain Sight approaches [9,10]. Systematic reviews have analyzed 18 automated text
de-identification systems, revealing two primary approaches: pattern matching using regular
expressions and machine learning methods [9].

Deep learning has revolutionized text processing, with artificial neural network systems requiring
no handcrafted features achieving superior performance through Recurrent Neural Networks
with word embeddings [10]. However, cross-institutional generalizability remains challenging,
with performance dropping from F1 0.9547 to 0.8568 when applied across institutions, requiring
fine-tuning strategies for domain adaptation [11].

Evaluation occurs through either leakage rate assessment or full annotation processes to
ensure effective de-identification while preserving the clinical data utility essential for
OMOP-CDM research applications [13].

Technical Implementation Approaches

Date shifting preserves temporal relationships while meeting HIPAA requirements through
algorithms assigning unique shift values to each Subject ID, maintaining internally consistent
durations between events within patient records [12,13]. Implementations typically shift dates by
up to 364 days, with +180-day shifts meeting Safe Harbor criteria [3].

Deterministic encryption and hashing enable consistent replacement algorithms maintaining
referential integrity, as described in foundational work evaluated using Veterans Health
Administration clinical documents [12,13]. These methods ensure that the same original
identifier always maps to the same de-identified value across all tables and time periods.

Privacy-preserving techniques include federated learning through Personal Health Train
architectures, where analysis comes to data rather than requiring data sharing [25,26,27,28].
These approaches have been successfully deployed for lung cancer research across 20,000+
patients while maintaining data sovereignty at source institutions.

Assessment and Evaluation

Multiple risk assessment approaches are available including prosecutor risk (when attackers
have background knowledge), journalist risk (random record selection with public information),
and marketer risk (commercial database attacks) [14,36]. Research has demonstrated median
risk reductions of 90.1% through adversarial modeling frameworks integrating realistic attacker
capabilities [14].



Statistical privacy models provide mathematical guarantees through k-anonymity ensuring
records are indistinguishable from at least k-1 others [32], I-diversity requiring well-represented
sensitive attribute values [33], and t-closeness maintaining distribution similarity between
equivalence classes and overall datasets [34]. These models have been successfully applied to
OMOP-CDM implementations, with studies achieving 0.03% re-identification success rates in
cloud computing environments [7].

HIPAA Expert Determination requires systematic validation through five-step processes:
initial risk evaluation, statistical method application, implementation by data managers, final
verification of "very small" risk standards, and comprehensive documentation of all methods and
justifications [3].

Emerging Technologies and Future Directions

Large language models enable automated de-identification as demonstrated by recent
research using GPT-3 embeddings for semantic matching, achieving AUC of 0.9975 for clinical
trial term mapping while maintaining accessibility for research teams without extensive
informatics support [40].

Synthetic data generation provides privacy-preserving alternatives through advanced
generative models validated for lung cancer prognostic models, demonstrating effectiveness
throughout medical modeling pipelines while preserving data utility [19,20,21,22,41,42].

Continuous risk monitoring enables real-time assessment through automated validation
systems providing online leakage assessment, query rejection mechanisms for low subject
counts, and session-dependent randomization protecting against cross-researcher linking
[14,36].

Conclusion

OMOP-CDM de-identification requires integrating regulatory compliance with technical
innovation and ongoing community collaboration. The evidence base spans federal standards
[1,2,3], peer-reviewed research [7,8,9,10,11], and professional guidelines [15,17], providing a
robust foundation for privacy-preserving observational health research while maintaining data
utility for scientific discovery. Success depends on balancing the model's person-centric design
with rigorous de-identification strategies, particularly for source values and unstructured clinical
notes, supported by active engagement with evolving best practices and continuous privacy risk
assessment.

Disclaimer



The recommendations contained in this document are not legal advice [6]. Please refer to your
local regulations and consult with legal counsel to ensure you meet the legal standard for
de-identification of healthcare data in your jurisdiction.
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